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I
ncreased risk due to the COVID-19
pandemic caused many business enti-
ties throughout the world to reassess
their risk management strategies for
i d e nt i f y i n g  a n d  a d d re s s i n g  r i s k .

Unfortunately, the effects of  COVID-19 have
been paralyzing to many business  ent it ies,
p a r t i c u l a r l y  s m a l l  bu s i n e s s e s , w h i c h  h a s
resulted in debt and bankruptcy.

T h i s  a r t i c l e  w i l l  f i r s t  d e f i n e  r i s k  a n d
rev iew various risk t y pes. The risk man-
agement  pro ce s s  w i l l  t hen  b e  pre s ented ,
followed by a discussion of  the unique chal-
lenges COVID-19 introduces to the business
c om mu n it y, a n d  re c e nt  c o u r t  d e c i s i on s
impacting risk transfer. We will then examine

the internal  auditor’s  role in the risk man-
agement process. Final ly, we w i l l  conclude
w ith lessons learned f rom COVID-19 and
recommendations to ensure greater business
resi l ience.

Risk and risk management defined
Risk is  defined by The Institute of  Internal
Auditors (IIA) as the possibilit y of  an event
occurring that  w i l l  have an impact on the
achievement of  objectives. Risk is measured
i n  ter m s  of  i mp a c t  a nd  l i kel i ho o d . T h i s
definit ion considers risk in a  tone that  can
only have a negat ive impact on an organi-
zat ion’s  object ives. According to The IIA,
risk management is  a  process to ident if y,
assess, manage, and control potential events
or situations to provide reasonable assurance
regarding the achievement of  the organi-
zat ion’s  objec t ives. 1 Other definit ions of
risk, such as f inancial  r isk, also consider
the possibilit y of  gain one can realize from
under t ak ing an invest ment. Any metric of
r isk definit ion requires  the proper man-
agement of  r isk on the par t  of  the organi-
zat ion’s  senior management.

Risk classification: Four types of risk
The accounting community has traditionally
defined risk as  a  potent ial  harm that can
negat ively impact the goals  of  a  business.

RISK MANAGEMENT
AND COVID-19:
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The COVID-19 pandemic has cemented the internal auditor as a 

cr it ical  player in business to help anticipate and mit igate the 

ef fects of unexpected catastrophes and their  impact on business survival .
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In addit ion to The IIA’s definit ion of  r isk
as having an impact on organizational goals,
the Committee of  Sponsoring Organizations
of  t h e  Tre a dw ay  C om m i s s i on’s  ( C O S O )
“Internal Control — Integrated Framework,”
which includes risk assessment as  par t  of
the internal control process, also considers
r i s k  a s  h av i ng  on l y  a  p otent i a l  n e gat i ve
impact on a company’s  goals. A reason for
t h i s  i s  t h a t  t h e  a c c o u nt i n g  c o m m u n i t y
isolates r isk as  an operat ional  t y pe of  r isk
only ; f rom this  perspect ive, r isk can only
result  in a negative consequence. This per-
spective can also be seen f rom the external
auditor’s  f inancial  repor t, which prov ides
an opinion, at a reasonable assurance level,
as to the adequac y of  a company’s repor ted
f i na nc i a l  s t atement s . Howe ver, i f  t he  f i -
nancial statements are not materially correct,
the audit  opinion w i l l  be  adverse, which
means that  they are not  fairly  presented.
Traditionally, risk was defined in this fashion
as companies were focused only on losses.
For example, companies were interested in
protecting their properties from catastrophic
events, such as f ire, and protect ing them-
selves from product l iabi lit y l it igation and
auto liability. In today’s global, technological,
and advanced business env ironment, r isk
h a s  e v o l ve d  t o  i n c l u d e  a  m u c h  g re a t e r
number of  r isks that  a  company faces, as
wel l  as  the interrelat ionship of  t y pe of  risk
in a company sett ing.

For example, in today’s rapid technological
env ironment, c yber risk has become a focal
point of  risk. A c yber securit y breach may
give rise to an operational risk, hazard risk,
legal risk, and a reputational risk. This t y pe
of  risk can be costly to a company not only
from possible lit igation with its customers,
but also from reputational risk, which would
impact the company long af ter the breach.
Additionally, a c yber risk can affect several
div isions across an organizat ion, such as
the IT depar tment, marketing depar tment,
and legal  depar tment. This i l lustrates the
need to apply an enterprise risk management
approach to r isk analysis  and not isolate
risk to a depar tmental  level  only.

In an enter pr ise  r isk  management ap-
proach, which is applied in today’s business
env ironment, risk is seen from a company’s
perspective as a whole rather than its  indi-
vidual units. The enterprise risk management
approach has led to the classification of  risk

into four separate categories, which include:
hazard risk, operational risk, financial risk,
and strategic risk.

Hazard risk. Hazard risk (also termed
insurable risk) has tradit ional ly been the
st andard for the definit ion of  r isk. Hazard
risk encompasses the loss of  an asset  due
to a hazard such as a  f ire, hurricane, thef t,
earthquake, mold, volcano, or other similar
occurrences. In a hazard case scenario there
is  no possibi l it y of  a  gain, only a  loss or no
impact. For example, if  an office bui lding
has  the potent ia l  of  a  f ire  r isk, the  best-
c a s e  s c e n a r i o  i s  t h at  t h e re  i s  n o  f i re , i n
which case there is  no gain or loss to the
ow ner. A fire, however, can devast ate the
financial  posit ion of  the ow ner.

Operational risk. Operational risk is often
associated with the accounting profession’s
definition of  risk and it involves risk related
to a company’s employees, processes, and/or
systems. Internal auditing is an independent
funct ion that  evaluates the efficienc y and
effectiveness of  a company’s resources, ade-
quacy of  their financial reporting, and their
employees’ compliance w ith laws, regula-
tions, and company guidelines. Clearly, this
t y pe of  risk can only be one of  loss w ith no
possibility for gain or, in a best-case scenario,
a no-loss situation. For example, if  a  com-
pany’s employees follow required regulations,
then there is  no gain by this result, whereas
regulations not followed will result in losses
t o  t h e  c o m p a ny  i n  t e r m s  o f  f i n e s , c i v i l
penalties, or criminal prosecution. Similarly,
if  the production l ine produces products
that do not conform to company standards,
litigation can follow due to the danger these
products cause the public. Operational and
hazard risks can overlap, as in a case where
a n  employe e  i n  t he  a ccou nt i ng  d iv i s ion
embezzled funds from a company. In this
situation, the company’s accounting depart-
ment had an operational  breakdow n that
resulted in a hazard loss. Additionally, oper-
ational risk may be caused by multiple orga-
nizational div isions. If  the embezzlement
was also due to a breakdown in the company’s
IT system, then the IT depar tment and the
a c c o u nt i n g  d e p a r t m e nt  wo u l d  b e  a c -
countable for this loss.

Financial risk. In  a  cl i m ate  of  g lo b a l
t r ade  a nd  Wa l l  St re e t  m a rke t - de velop e d
i nve s t m e nt  pro du c t s , f i n a n c i a l  r i s k  h a s
g row n and become a f undament al  threat
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t o  m a ny  b u s i n e s s e s . Fi n a n c i a l  r i s k  c a n
prov ide an organizat ion w ith huge upside
profits as well  as significant losses. The use
of  derivat ive products has also led to the
possibilit y of  no gain or loss from financial
products. Currenc y risk, interest rates, l iq-
u i d i t y, m a r ke t , a n d  p o l i t i c a l  r i s k s  a re
examples of  invest ment risk. For example,
if  a U.S. company opens a business in Europe,
the company is  now exposed to currenc y
risk. This action may either produce positive
financial results to the company or negative
financial  results.

Strategic risk. St r ate g ic  r i sk  i nvolve s
a c t ions  t a ken  t hat  w i l l  i mp a c t  t he  long -
t e r m  o p e r a t i o n s  o f  a n  o r g a n i z a t i o n . A
tobacco company, for example, has potential
l e g a l  l i a b i l i t y  a s  w e l l  a s  a  c o nt i n u e d
s lowdow n  i n  dem a nd  for  t he i r  pro du c t ,
which can affect  their  long-term v iabi l it y.
S t r at e g i e s  t o  a d d re s s  t h e s e  f a c t o r s  m ay
i n c lu d e  a n  a c qu i s it i on  of  a  n on - re l ate d
tobacco company and/or making their prod-
uc t  safer. Another example would be if  a
U.S. auto manufacturer opens up a business
in Cuba; there is  a risk that the government
may close the company and repossess al l
its  assets. However, there is  a  possibi l it y
that the company w i l l  profit ably sel l  their
cars and generate significant revenue in the
Cuban market. Strateg ic r isk, which also
analyzes the technological  and regulator y
effects  of  a  company, can be beneficial  or
detrimental  to a company. Companies that
s u r v i ve  f o r  l o n g  p e r i o d s  o f  t i m e  m a ke
s t r a t e g i c  d e c i s i o n s  t h a t  a re  p r o f i t a b l e ,
w h e re a s  c omp a n i e s  t h at  do  n o t  s u r v i ve
long-ter m have made str ateg ic  decisions
result ing in losses. It  is  impor t ant to note
that inact ion on the par t  of  management
i s  n o t  a  v i a b l e  o p t i o n , a n d  i f  s t r a t e g i c
decisions are not implemented, a company
would be overrun by its  compet itors.

The risk management process
T h e  I I A  d e f i n e s  r i s k  m a n a g e m e nt  a s  a
pro ce s s  to  ident i f y, a s s e s s , m a n a ge , a nd
cont rol  p otent i a l  e vent s  or  s it u at ions  to
prov ide reasonable assurance regarding the
achievement of  the organizat ion’s  objec-
t ives. 2

The first  step in any risk management
process is  to define the organizat ion’s  r isk
appet ite, or the level  of  r isk a  company is

w il ling to accept. This is  established by the
b o a rd  of  d i re c tor s  a n d  i mpl e m e nte d  by
senior management. Risk appet ite may be
high, which means that  the company w i l l
under t a ke  hig h  le vels  of  r isk  to  meet  it s
goals, whereas a low-risk appetite will entail
low levels  of  r isk-t ak ing. In our prev ious
example, an auto manufacturer init iat ing
business in Cuba would imply a high-risk
appet ite  level. It  is  impor t ant to note that
adhering to a company’s risk appetite level
i n  n o  w ay  g u a r a nt e e s  s u c c e s s . T h e  r i s k
appetite is different among each organization
and dependent on its  board of  directors.

Once the risk appetite is established, the
follow ing are five essential  steps of  the risk
managements process.

Identify risks. Risks that companies face
have to be identified from a vast universe
of  potential  risks they can be exposed to in
their  business operat ions. Unfor tunately,
the risk identification process often identifies
r i s k s  t h at  t h e  c omp a ny  or  ot h e r s  i n  t h e
i ndu st r y  have  a l re ady  ex p er ienced . Th i s
methodolog y results  in  companies  over-
looking many potential  risks that they may
not have experienced. For example, pandemic
risks were overlooked by many organizations
prior to the COVID-19 catastrophe. In addi-
tion, the financial  crisis  of  2008, result ing
from toxic securities, was a risk overlooked
by most U.S. banks, insurance companies,
and financial  institutions. In today’s com-
plicated business env ironment, proper risk
identification is  difficult  and may require
the additional use of  outside risk exper ts
to pro duce t he  most  comprehensive  r isk
analysis possible.

Analyze the risks. R i sk s  a re  a na ly z e d
from a two-dimensional aspect that includes
the l ikelihood of  the event/risk occurring
and the impac t  the r isk may have on the
organization. Likelihood is the probabilit y
of  an event occurring , whereas impac t is
the dol lar effect  of  the event occurring. A
fire may have a low likelihood of  occurring;
howe ver, t he  o cc u r rence  of  a  f i re  wou ld
have a high impact on a company. A small
thef t  of  inventor y f rom a depar tment store
may have a high l ikelihood of  occurrence,
but  it  wou ld  h ave  a  s m a l l  i mp a c t . Ma ny
risks, such as l iabi l it y losses for a  manu-
f ac t u rer  of  a  d a ngerou s  pro duc t , do  not
have l imits  for potent ial  loss but need to
b e  qu a nt i f ie d  none t hele s s  by  b a s i ng  t he
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risk on a maximum probable loss amount,
a s  opp o s e d  to  a  m a x i mu m  p o s s ible  lo s s
amount.

Methods to address the risks. Risks are
primari ly handled by the fol low ing mech-
anisms: risk control measures, risk financing
measures, and risk exploit at ion measures.

Risk control is a method to either reduce
t h e  l i ke l i h o o d  of  a n  e ve nt  o c c u r r i ng  or
reduce its  impact if  the event occurs. Some
ex a mple s  i nclude  a  f i re  spr i n k ler, w h ich
w i l l  re d u c e  t h e  i m p a c t  o f  a  f i re  l o s s ;  a
defensive driv ing course, which is  aimed
to reduce the frequency of  accidents occur-
ring; and a pit  bul l  in a  household, which
w i l l  reduce both the l ikelihood of  a  thef t
as wel l  as  the impact of  a  thef t  in the event
a thief  attempts to enter a home. Risk control
measures include the fol low ing:
1.  Risk avoidance actions are taken to

avoid the risk. For example, a company
may have concerns about entering a
new market or introducing a new prod-
uct. A risk avoidance action would be
to not enter the new market or intro-
duce a new product. Risk avoidance
should be followed in cases where both
the likelihood and the impact of  losses
are high. Risk avoidance decisions do
not create company value; rather, they
are aimed to avoid losses.

2.  Risk reduction actions are taken to
reduce the l ikelihood and/or severit y
of  a loss. These measures should be
taken when the l ikelihood and the
impact of  the loss is  not extreme, nei-
ther too high nor too low. The effect  of
these measures is  to reduce the l ikeli-
hood and/or impact to an acceptable
risk level. Risk control  measures
require companies to take actions and
are implemented by the use of  preven-
tive and detective controls.
• Preventive controls are internal con-

trols set by a company to prevent a
negative occurrence. For example,
public companies are required to
have internal controls in place to
prov ide reasonable assurance that
the financial statements are materi-
ally correct. A preventive control to
meet this requirement is best han-
dled by the proper segregation of
duties among employees who autho-
rize transactions, receive the asset,

have custody of  the asset, record the
transaction, pay/collect cash, and
reconcile the asset with the account-
ing records. Preventive controls are
based on reducing the likelihood of  a
negative event occurring.

• Detect ive controls  are controls  that
ident if y a  problem once it  has
occurred. This is  aimed at  l imit ing
the impact once a negat ive event
occurs. Reconci l iat ions and variance
analysis  are examples of  detect ive
controls.

R i s k  f i n a nc i ng  me a s u re s  a re  t a ken  to
address how the company w i l l  pay for the
risk. These w i l l  apply when the company
transfers the risk to a  third par t y or if  the
e nt i t y  c h o o s e s  t o  re t a i n  t h e  r i s k . R i s k
financing measures include risk transfer,
cont r a c t u a l  t r a ns fer, r i sk  re tent ion , a nd
risk transfer w ith loss retention treatment.
1.  Risk transfer is  the transfer of  risk to a

third par t y, of ten an insurance com-
pany. The cost of  risk transfer to an
insurer w il l  exceed the cost of  reten-
tion because the third-par t y insurer
has to recover the expected cost of
insurance, plus the administrative
costs it  incurs, plus a profit  amount in
its  pricing. This exceeds the insurance
cost of  the inherent risk. However,
despite this  extra cost, there are many
situations where transfer is  prudent
given cer tain risk characterist ics. A
low likelihood coupled w ith a high
impact t y pe of  loss is  ideal  for risk
transfer. For instance, this  is  why we
insure our homes for a fire hazard.

2.  Contractual  transfer is  another risk
transfer technique that consists  of
contractual  transfer of  risk between
par ties. A business may lease physical
space f rom a landlord and a par t y to
the agreement may agree, as a term of
the lease, to accept a potential  risk. For
example, a  landlord of  a space in an
area struggling economical ly w ith no
other prospects for a tenant may agree
to accept a contingenc y clause in the
lease that, if  a  specific event were to
occur, would enable the tenant to opt
out or accelerate the lease end date.
One common example of  the contin-
genc y clause is  when restaurants nego-
tiate that if  they are denied a l iquor
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l icense by their state l iquor authorit y,
they can opt out of  the lease. This is
necessar y because in some states, the
restaurant cannot even apply for a
liquor l icense w ithout hav ing a signed
lease in place. Another example may be
when a retai l  shop seeks to lease space
in a newly built  mall  and negotiates
that if  the main anchor store of  the
mall  does not open w ithin a specific
t ime w indow, the shop can either have
a reduced rent unti l  the anchor store
opens or exercise the alternative to opt
out of  the lease.

3.  Risk retention is a situation whereby the
entit y will pay for the loss out of  its own
funds. Cases where the company has
good loss experience data, and hence a
predictable pattern of  losses, coupled
with a high likelihood and low impact
losses, are suited for loss retention.

4.  With the combination of  risk transfer
and loss retention treatment, compa-
nies of ten transfer a cer tain amount of
risk beyond some acceptable self-
retention amount as a way of  reducing
costs (insurance premiums) and l imit-
ing risk beyond some predetermined
threshold. A deductible plan is  a  t y pe
of  risk transfer/risk retention plan
whereby the company w il l  assume the
loss up to a given deductible and have
the insurer pay for amounts above this
deductible amount. The advantages of
this strateg y are that the insurance
premium cost w il l  be lower and the
company now has an incentive to bet-
ter control  their risk while potential ly
reducing cost even fur ther. Addition-
al ly, the company l imits its  loss risk
past a cer tain threshold. This thresh-
old/deductible implicitly represents
the risk appetite level  that the board of
directors has established.
Risk exploitat ion seeks to maximize the

use of risk by the possibility and opportunity
to produce positive results, such as increases
in net  income, increases in market share,
new product development, and entering a
new market segment. Risk exploit at ion is
associated with financial and strategic risks
only, as  the potent ial  for gain exists. For
example, company A may pursue acquiring
company B, which w i l l  enable company A
to g row its  market  share, cut  duplic at ive

costs, and increase  its  unit  sel l ing pr ice.
A n o t h e r  e x a mp l e  of  a  r i s k  e x p l oi t at i on
o p p o r t u n i t y  a m i d s t  t h e  C OV I D - 1 9
pandemic is obtaining a Paycheck Protection
Program loan, w ith the goal of  forgiveness.
The low interest rate env ironment resulting
from COVID-19 has created an opportunity
for companies to refinance at a much lower
interest rate, thus creating a risk exploitation
oppor tunit y (related to financial  r isk).

Implement chosen r isk method.  T h e
m e t h o d  i d e nt i f i e d  t o  a d d re s s  r i s k
(ment ioned prev iously) ult imately needs
to be implemented by senior management.
Implement at ion w i l l  usual ly require joint
workings between div isional managers and
senior management and the inter work ing
of  many different company div isions. It  is
a l s o  i mp or t a nt  t h at  i mp l e m e nt at i on  b e
t imely.

Monitor and start the process again. Risk
management processes should be monitored
throug h ongoing management ac t iv it ies,
separate evaluations, or both. This ensures
that the risk measures are being properly
followed. Fur ther, the monitoring process
will also serve as a control measure to identify
the need for alterations in the risk manage-
ment process due to changes in the business
env ironment. These may include, for ex-
ample, technological, competit ive, and/or
regulator y changes, which are always oc-
curring and can impact the company and
its risk management decision-making. The
COVID-19 pandemic is  a clear example of
senior management needing to re-address
its risk management process. This will require
re v i s it i ng  t he  ent i re  orga n i z at ion a l  r i s k
management process and making the needed
a d j u s t m e nt s  i n  t h e i r  r i s k  m a n a g e m e nt
policies in response to a pandemic.

Business impact and legal decisions
related to risk transfer and COVID-19
Due to the unprecedented stress on business
sur v ival in many different industries across
t he  g lob e , t he  C OV I D - 1 9  p a ndem ic  h a s
f o rc e d  a  b r o a d  s w a t h  o f  i n d u s t r i e s  t o
con f ront  t he  re a l it y  t h at  no  m at ter  how
effective an organization was in identif ying
potent ial  r isk factors that  could adversely
impact a business or industr y and how they
m a nage  t hos e  r i sk s , t he  i mp a c t  of  long -
term restrict ions and shutdow ns to non-
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essent ial  businesses  were mostly  unfore-
s e e able  t hroug h  a ny  re a s onable  fore c a s t
attempt ing to manage risk based on past
histor y.

T he  C OV I D - 1 9  p a ndem ic  h a s  c au s e d
businesses to react to an unforeseen variable
of  federal and local governments imposing
restrict ions that  have crippled their  prof-
it a bi l i t y. T h e s e  re s t r i c t i on s  i n c lu d e  t h e
number of  patrons permitted to enter their
establishment, limitations on hours of  oper-
ations, types of service permitted (restaurant
outdoor-only seating, take-out and curbside
deliver y, and limited or no indoor dining),
a n d  g o ve r n m e nt - m a n d a t e d  l o c kd o w n s
where essent ial ly  no ret ai l  business can be
transacted (for businesses deemed “non-
essential”). From general contractors being
l i mited by t he  numb er of  crew memb ers
permitted to work on a jobsite to appoint-
ment-only entr y into retailers with extreme
limit at ions on capacit y of  patrons at  any
one t ime, l imit ing losses and operat ing in
as  cost-effec t ive a  manner as  possible  to
approach breakeven has been the strateg y
for survival for these organizations to outlast
the impact of  the pandemic.

M a n y  b u s i n e s s e s  h a v e  s o u g h t  r e l i e f
t h rou g h  t he i r  bu s i ne s s  i nter r upt ion  i n -
surance policies  that  they purchased prior
to the pandemic as  par t  of  their  r isk man-
agement strateg y w ith the bel ief  that  they
were  t r a ns fer r i ng  or  l i m it i ng  r i sk . Si nce
the pandemic was  a  r isk  that  most  com-
panies overlooked, along with the prolonged
shutdow ns and shelter-in-place mandates
by  s t ate  a nd  fe der a l  gover n ment s , m a ny
businesses  felt  that  the profound adverse
impact of  COVID-19 on their sustainability
was part of  the “catastrophic event” portion
of  t h e i r  bu s i n e s s  i nt e r r up t i on  p o l i c i e s .
Countless companies have argued that that
they had indeed transferred the r isk of  the
pandemic by pay ing premiums for  these
policies.

Many businesses fi led claims w ith their
respec t ive insurance carriers. The init ial
p osit ion  of  c a r r iers  wa s  t hat  C OV I D - 1 9
and the threat of  its spread do not constitute
“direct physical  loss,” which is  commonly
found in al l  policies, under risk insurance
and first-party property insurance coverage.
Insurers successfully argued that the COVID-
1 9  v i r u s  i s  n o t  a  d i re c t  phy s i c a l  l o s s  or
damage to the insured proper t y and even

if  it  were, exclusions for v iruses or bacteria
bar coverage. Due to this position, businesses
responded by mov ing for ward in cour ts to
l it igate  against  insurers. Whi le  decisions
have varied, the legal decisions handed down
by cour ts init ial ly trended in favor of  the
i nsu rers . Cou r t s  were  re adi ng  i nsu r a nce
policies narrowly and were thus dismissing
claims related to the virus for lack of  tangible
alteration to business proper t y.

Insurance carriers without a specific virus
e xc lu s i o n  i n  t h e i r  p o l i c i e s  h a d  m o s t l y
succe e de d  i n  t hei r  defens e  b a s e d  on  t he
aforementioned position that these businesses
did not suffer direct physical loss. Many of
the lawsuits came from hospitality businesses
devastated by the pandemic. However, in
recent  mont hs , l it i gators  have  embr a ced
more creat ive arguments to persuade the
courts to hear their cases. Given the “invisible”
or “intangible” nature of  an airborne v irus,
no matter how per vasive or deadly, and its
inabilit y to damage propert y physically, it
is  not  sur prising that  init ial ly  the cour ts
were reluctant to recognize COVID-19 within
the existing framework.

Case law examples. The fol low ing are
examples of  case law af ter the init ial  onset
o f  t h e  p a n d e m i c  t h at  g e n e r a l l y  f avore d
insurers.

A District  of  Columbia superior cour t
judge rejected a restaurant owner’s argument
that COVID-19 and the governmental shut-
dow n order sat isf ied the “direc t  physical
loss” clause and issued a summar y judgment
in favor of  the insurer, although the polic y
of  t he  i nsu red  i ncluded  “p a r t i a l  or  tot a l
interruption of  business” resulting “directly
f rom loss or damage” to the insured.3

A  C a l i for ni a  U. S . di st r ic t  cou r t  judge
granted a mot ion to dismiss in favor of  the
insurer and against  the insured rest aurant
ow ner. The judge dismissed the plaint iff ’s
arg ument t hat  t he  pandemic and related
government al  orders met the definit ion of
“d i re c t  phys ic a l  lo s s” a nd  c ite d  c a s e  l aw
defining physical loss as a “distinct, demon-
strable, physical  alterat ion.”4

A Texas district  cour t  judge dismissed
a barbershop case regarding “physical loss”
a n d  u p h e l d  t h e  p o l i c y ’s  e x c l u s i o n a r y
language regarding v iruses.5

A  Ne w  Yor k  U. S . d i s t r i c t  c o u r t  j u d ge
d e n i e d  a  m a g a z i n e  p u b l i s h e r’s  m o t i o n ,
finding it  fai led to demonstrate damage to
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its property. The policyholder’s legal counsel
a rg ue d  “t he  v i r u s  e x i s t s  e ver y w here ,” to
w h ich  t he  judge  re s p onde d , “it  d a m age s
lungs. It  doesn’t damage printing presses.”6

A landlord sought to ev ict  Kirk land due
to the COVID-19 pandemic and ret ai lers’
inability to conduct business. It was decided
that Kirkland failed to explain how the gov-
ernmental regulations it described as a force
m ajeure e vent  resu lted i n  it s  i nabi l it y  to
pay its  rent in favor of  the landlord.7

Early in the pandemic, as  demonstrated
i n  t he  c as es  ment ioned pre v iou sly, cour t s
around the nat ion were mostly  dismissing
i nsu r a nce  cl a i m s  by  bu s i ne s s  ow ners . It
c o u l d  b e  a r g u e d  t h a t  t h e s e  b u s i n e s s e s
i mp a c te d  by  t he  p a ndem ic  d id  not  lo ok
closely enough at  their  policies  and incor-
re c t ly  a s su me d  t h at  los s e s  t he y  suf fere d
would be covered by their commercial poli-
c ies  dur i ng  t his  unprecedented c r isis . In
more  recent  dec isions  related to  C OVI D -
1 9 ’s  i mp a c t  o n  b u s i n e s s e s , c o u r t s  h ave
been t rending more in favor of  businesses
t hat  have  suf fered a nd f i led clai ms . Lit i -
gators  repres ent i ng  t hes e  bu si ness es  have
t a ke n  a  d i f fe re nt  ap p ro a c h  t h a n  e a r l i e r
c as es  a nd arg ue  t hat  t he  “physic a l it y” a nd
“i m m i nent  t hre at” of  t his  let ha l  ai rb or ne
v irus impac ts  business operat ions and the
h a b i t a b i l i t y  o f  b u s i n e s s  p r o p e r t i e s . I n
counties and states where access to business
proper ties were completely prohibited due
to  shutdow ns , s ome  bu si ness es  have  suc -
cessfully invoked the “civil authority clause”
of  t hei r  cover age. Cou r t s  have  b e g u n  to
ack nowledge that what was init ial ly regar-
ded as  a n  i nv isible  t hre at  t hat  c au s ed no
di rec t  physic a l  loss  is  i nste ad s omet hi ng
that could render a business proper t y dan-
gerous and unusable. These positive devel-
o p m e n t s ,  f r o m  t h e  p e r s p e c t i v e  o f  t h e
i n s u re d , a re  wor t hy  of  con s ider at ion  a s
auditors  move  for ward i n  t hei r  r isk  m a n -
agement assessments, strateg ies, and legal
appro a che s . E x a mple s  of  su ch  c a s e s  a re
prov ided i n  t he  fol low i ng  s ec t ion .

A Nor th Carolina superior cour t  judge
g r a nte d  a  p a r t i a l  su m m a r y  jud g ment  i n
f av o r  o f  a  re s t au r a nt  g ro u p  a g a i n s t  t h e
insurer. The judge ruled that the definition
of  “physical loss” could be inferred to mean
“result ing f rom a given cause.” As of  press
time, this judgment is currently under appeal
but is a positive development from the per-

spec t ive of  the business  in the argument
regarding the meaning of  “physical  loss.”8

A Missouri district  cour t judge denied
an insurer’s motion to dismiss a group of
salon and restaurant plaintiffs’ arguments.
The judge rendered their argument sufficient
to establish a relationship between COVID-
19 a nd bu si ness  i nter r upt ion . The  cour t
r uled the pol ic yholder’s  arg ument about
whether the salon owner sustained a “physical
loss” to their premises as a result of  the gov-
er n ment  orders  to  pre vent  t he  s pre ad  of
COVID-19 was sufficient. The judge denied
the insurer’s position that the losses claimed
were not related to “actual, tangible, per-
manent, physical alteration” as specified in
the polic y. The judge also found that  the
businesses persuasively argued a causal rela-
tionship between COVID-19 and their losses:
“C OV I D - 1 9  p a r t i c l e s  a t t a c h e d  t o  a n d
damaged their proper t y, which made their
premises unsafe and unusable,” resulting in
d i re c t  phys ic a l  lo s s  to  t he  prem i s e s  a nd
property. In addition, the businesses alleged
that COVID-19 is  a  “physical  substance,”
that it  “l ive[s] on” and is  “active on iner t
physical  surfaces,” and is  “emitted into the
air.” Although the shutdown orders permitted
take-out and deliver y, the judge ruled that
the insured’s plausibly al leged access was
prohibited to such a degree that coverage
should be prov ided.9

A  nor t her n  I l l i noi s  b a n k r uptc y  cou r t
par tial ly sided w ith a restaurant that relied
on the force majeure clause of  their  lease.
The plaint iff  st ated that  the I l l inois  st ay-
at-home-order const ituted a government
action that hindered the restaurant’s abilit y
to conduct business in its traditional manner.
The  b a n k r uptc y  cou r t  decl i ned  to  ab ate
the ful l  amount of  rent that  the rest aurant
owe d  a s  it  fou nd  t he  re s t au r a nt  wa s  not
forced to completely close during the stay-
at-home period, and that it  could have gen-
erated some revenue by prov iding take-out
and del iver y  ser v ices. Instead, t he  cour t
abated the rent of  the rest aurant “in pro-
por t ion to its  reduced abi l it y to generate
revenue due to the execut ive order.”10

A landlord sought to ev ict  a  Bed Bath &
Beyond store due to the COVID-19 pan-
demic and the retailers’ inabilit y to conduct
business. The cour t  sided w ith Bed Bath &
Beyond and permitted their fixed rent delay
due to “g lobal  circumst ances.”11
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Additional cases related to the inabilit y
to conduct business during the pandemic
and contrac tual  force majeure clauses are
pending and, once decided, will  be sure to
prov ide additional insight that will  impact
risk management strategies moving forward.
•   In NetOne, Inc. v. Panache Destination

Mgmt., an event contract  was can-
cel led by the cl ient due to COVID-19,
but the event company declined to
return the deposit  since t ime was
spent on event preparat ion.12

•    In Pacific  Collective v. ExxonMobil,
COVID-19 shutdow n orders made it
impossible for a par t y to execute a
commercial  real  estate closing at the
time contracted. The other par t y
sought to terminate the contract since
the date for closing had passed w ithout
the par t y appearing to close the sale.13

•   In Williamsburg Climbing Gym v. Ronit
Realt y, a g y m attempted to abandon
their  commercial  lease due to the pan-
demic, claiming that  the lease was
impossible for them to pay due to the
impossibi l it y of  being able to conduct
business.14

•   In W.L. Per tey Wholesale  Co. v. V2
Incentives, a wholesale grocer y com-
pany is  seek ing to have their  deposit
returned by a travel  company for
accommodat ions and travel, but the
travel  company has only offered to
reschedule the travel  to a  later date
rather than refund the deposit.15

Internal auditor’s role in the risk
management process
IIA St andard 2120 describes the nature of
internal audit activities and provides criteria
for  how t hese  ser v ices  c a n b e  eva luated.
IIA Standard 2120 addresses risk manage-
m e nt  a n d  s t a t e s  t h a t  t h e  i nt e r n a l  au d i t
act iv it y must evaluate the effect iveness of
the risk management processes and con-
tribute to its  improvement.16 Determining
w he t her  r i s k  m a n a gement  pro ce s s e s  a re
effect ive is  a  judgment result ing f rom the
internal  auditor’s  assessment that:
1 .  orga n i z at iona l  obje c t ive s  supp or t

a nd  a l i g n  w it h  t he  orga n i z at ion’s
m i s s ion ;

2.  significant risks are identified and
assessed;

3.  appropriate risk responses are selected
that align risks w ith the organization’s
risk appetite; and

4.  relevant risk information is  captured
and communicated in a t imely manner
across the organization, enabling staff,
management, and the board to carr y
out their responsibi lit ies.
IIA Standard 2120 further states that the

internal audit activ it y may gather the infor-
mat ion to suppor t this  assessment during
multiple engagements. The results  of  these
engagements, when viewed together, provide
an understanding of  the organization’s risk
management processes and their effective-
ness.

I I A  St a n d a rd  2 1 2 0 . A 1  s t ate s  t h at  t h e
internal  audit  act iv it y must evaluate risk
e x p o s u re s  rel at i ng  to  t he  orga n i z at ion’s
governance, operat ions, and informat ion
systems regarding the fol low ing:
1.  achievement of  the organization’s

strategic objectives;
2.  reliabi lit y and integrit y of  financial

and operational  information;
3.  effectiveness and efficienc y of  opera-

tions and programs;
4.  safeguarding of  assets; and
5.  compliance w ith the laws, regulations,

policies, procedures, and contracts.17

This st andard also st ates  that  internal
aud itors  a c t i ng  i n  a  consu lt i ng  role  c a n
assist the organization in identif y ing, eval-
uating, and recommending risk management
m e t h o d o l o g i e s  a n d  c o nt ro l s  t o  a d d re s s
those risks. Having a risk-based audit model
and par ticipating in the organization’s risk
m a nagement  pro ce s s e s  a re  b ot h  ways  i n
which the internal audit activit y adds value.

Interestingly, this standard explicitly states
that the internal auditor is responsible for
identifying and assessing an entity’s significant
risks, which include pandemics, and ensuring
that proper risk responses are selected and
align with the organization’s risk appetite.
In short, the role of  the internal auditor is
central for the assessment, management, and
monitoring of company risk within an accept-
able company risk appetite level.

Recommendations for internal auditors
to ensure greater business resilience
It will  be necessar y to re-evaluate potential
risks and methods by which organizat ions
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reduce those risks in a post-COVID-19 risk
m a n a gement  s cen a r io. Mov i ng  for w a rd ,
orga n i z at ions  a nd  i nter na l  auditors  w i l l
need to consider pandemics, shutdow ns,
a n d  g o ve r n m e nt - m a n d a t e d  l i m i t s  o n
business volume as par t  of  their  r isk man-
agement plans to ensure resi l ience. Orga-
nizat ions w i l l  need to calculate risk in the
decision-mak ing process to include tech-
niques to quant if y  outcomes and proba-
bi l it ies  that  address exist ing uncer t aint ies
in monet ar y value.

To  ensu re  g re ater  bu s i ne s s  re s i l ience ,
internal  auditors should consider the fol-
low ing:
1. Clarif y insurance polic y coverage to

determine whether or not pandemic-
related business interruption is  par t
of  the polic y. This w il l  necessitate a
clear inter pretation of  what “cata-
strophic events” would actual ly
include. Are “v irus,” “pandemic,” and
related terms included in coverage?

2. Be sure the insurance policy coverage
includes a “civil authority clause,” which
covers income losses due to government
closures that are not related to physical
damage. In addition, clarify whether
partial state and federal restriction
mandates to businesses are covered.

3. When making claims related to busi-
ness interruption insurance, be sure to
establish direct physical loss to the
insured premises. Such claims will
more likely be acknowledged by insur-
ers if  businesses can demonstrate a
causal link between a pandemic or
other interruption and the financial
health of  their business. This can be
accomplished by documenting losses
through detailed profit and loss state-
ments, tax returns, bank statements,
expense reports, and budgets.

4. Seek shor ter lease terms for physical
space and/or lease agreement clauses
that address pandemic-related
impacts on a business. Negotiate lease
agreements to anticipate risks l ike
pandemics, civ i l  unrest, and other
force majeure circumstances that w il l
prevent an organization f rom con-
ducting its  business.

5. Consider negotiating lease terms that
al low pay ment of  “alternative rent.”
Examples of  alternative rent terms

include if  rent is  based on the sales
revenue of  a tenant, or if  the landlord
prov ides assurance of  a  cer tain per-
centage of  other tenant businesses on
the commercial  proper t y that are
open and operational.

6. Diversify an organization’s supply chain
to ensure availability of  product and
reduce the likelihood of  production
delays by utilizing suppliers from vari-
ous regions and countries, rather than
fewer suppliers from fewer geographic
locations, which may expose a business
to greater vulnerability during a crisis.

7. Increase the number of  shareholders
and/or business par tners to help off-
set  risk of  loss.

8. Develop work-f rom-home protocols
and IT systems to suppor t these pro-
tocols if  a  business is  forced to work
remotely.

9. Develop more detai led workforce
shor tage plans.

10. Develop safet y protocols for the
workplace compliant w ith local  health
authorit ies.

11. Create marketing strategies to pro-
v ide information for the customer
about alternatives to access of  prod-
ucts in case of  a  crisis.

12. Expand customer communication
streams through digital  and social
media channels.

13. Expand business website tools to pro-
v ide customers w ith oppor tunit ies to
stay engaged w ith the organization
and purchase products w ith digital
pay ment systems as wel l  as  through
third-par t y intermediaries.

14. Offer alternate products that expose a
business to a greater l ikelihood of
success in a stay-at-home economy.

15. Prov ide more automated ordering and
pay ment systems (on-site and
through apps) that offer customers
ways to transact business v ir tual ly.

16. Streng then risk data and risk-based
decision suppor t and methodolog y.

Conclusion
In closing , COVID-19 has  par a lyzed the
world economy and exposed vulnerabilities
in what were once considered best-practice
risk management scenarios. It  is  clear that

14 INTERNAL AUDITING                                                      JANUARY / FEBRUARY 2021                                                                                      RISK MANAGEMENT AND COVID-19

WHEN MAKING
CLAIMS

RELATED TO
BUSINESS

INTERRUPTION
INSURANCE,
BE SURE TO
ESTABLISH

DIRECT
PHYSICAL

LOSS TO THE
INSURED

PREMISES.



. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .    

having a more detailed and expansive emer-
genc y plan is  essential  to enable an organi-
z at ion  to  qu ick ly  re a c t  a nd  m it i gate  t he
impact of  a pandemic or other devastating
catastrophe. Companies must also implement
addit ional  preventive measures to ensure
greater business resi l ience amidst a crisis.
The COVID-19 pandemic has cemented the
internal auditor as a critical player in business
to help anticipate and mitigate the effects
of  unexpected catastrophes and their impact
on business sur v ival.  n
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